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Summary: A long time, Europe is trying to find the strength to stay with the same
values preserving individuals' rights and freedoms. Global concerns are put before the
national. In such an environment there is no place for nationalist / populist ruling political
structures.

But a wave of migrants caused by tectonic movements in the Middle East and north
Africa, as well as terrorist attacks in Paris, Ankara, Istanbul and Brussels, has created Europe
to live with a "new normality”. That feeling of fear that terrorist attack will happen again,
changed the face of Europe. In this context, the governing structures are aimed at defending
national interests, disregarding the global. This situation does not correspond to policy led by
the EU. In a situation where we need to be united, there is separation.

We can mention several reasons that led to it:

eThe policy of integration of minorities in national societies. That policy has led these
people to be excluded from the system or can not be integrated, and found solace in terrorism;

eNeglect of issues related to security challenges. Not investing in security structures.

Different perception of security challenges such as: brothers bombers from Brussels, for
the US they are terrorists, for Belgium they are criminals.

The purpose of this paper will be based on analysis of the terrorist attacks in the last 15
years to determine the need to strengthen public - private partnerships, the timely exchange of
information and identifying potential terrorists through profiling of high risk clients in the
financial system, especially banking system.

Through this platform of cooperation we will not guarantee that every terrorist attack
carried out by a wolf - a loner or a cell of a terrorist organization who decided to die blow up
with home made explosives will be prevented, but it will help in early identification of
suspicious activities which must not be neglected by the security services. We mention this
because for the last terrorist attacks in Belgium and Paris, law enforcement agencies had
information but they ignored them thinking they are frivolous.
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Pe3zrome: Ot nparo Bpeme EBpona ce onuTBa a HAMEpU CUJIM Ja OCTAHE ChC CHILUTE
[IEHHOCTH, 3alla3BaliKu MHAUBHIYATHUTE TpaBa u cBoOoau. OOmmTe npodiaeMu ca MOCTaBeHH
npea HanMoHanHuTe. B momo0Ha cpena HAMa MSICTO 3a YIpaBJieHUE Ha HAIIMOHAJIMCTUYECKU
WJIU TOMYJIUCTKHU MOJUTHYECKH CTPYKTYPH.

Ho BbnHaTta oT MuUrpaHTH, OpeAu3BUKaHa OT cbhTpeceHusTa B bmuskus M3Tok U
Cesepna A¢dpuka, kakTo U TepopucTuuHuTe ataku B [lapmxk, Ankapa, McranOyn u bprokcen
npunyauxa EBpoma ga uBee B “HOBAa JECTBUTEIHOCT . YCEIIAHETO Ha CTpax OT HOBa
TEpOPUCTHYHA aTaka MNpPOMEHW Jnuero Ha EBpoma. B TO3M KOHTEKCT yNpaBlIEHCKUTE
CTPYKTYpH ca MPU30BAHU J1a 3alIUTABAT HAIMOHAIIHUTE UHTEPECH, MpeHeOpersaiku oommuTe.
Tazu cutyauust He OTroBapsl Ha MpoBexaaHaTa oT EBpomneiickus cbro3 noautuka. BsB Bpeme,
KOraTo TpsIOBa J1a cMe OOSAMHCHH, UMa pa3JICIICHHE.

Mosxem 1a U3J105)KUM HAKOJIKO MMPUYMHH, T0BEJHU J0 TOBA MOJIOKEHHE!

ellHTerpanyonHaTa MOJUTHKA 32 MAJILMHCTBATa B HAalMOHAIHUTE OOIIHOCTU. Tasu
MOJINTHKA JIOBEJIE 10 M3KIIOYBAHETO HA TE3HM XOpa OT CUCTEMAaTa M JI0 ChCTOSTHUE J]a HE MOTaT
Ja ObJIaT MHTETPUPAHU U Ja HAMEPAT yTeXxa B TEPOPU3MA,

e[IpeneOpersane Ha mpoOneMuTe, CBBP3aHHM C MPEIU3BUKATEIICTBATa Mpel
curypHoctTa. HenHBectupane B CTpyKTYpHUTE 332 CUTYPHOCT.

PaznnunHo BB3MpHUEMaHne U OKaYeCTBsABAHE HA MPEIU3BUKATEIICTBATA TIPE]l CUTYPHOCTTA,
KaTro Hampumep: Oparsara areHtaropu ot bprokcen 3a CAILl ca Tepopuctu, a 3a benrus —
KPUMHHAJIHUA TPECTHITHUIIH.

IlenTa Ha Ta3u craTus Ce€ OCHOBaBa Ha aHalW3a HAa TEPOPUCTUYHUTE aTaKu TIpe3
nocneAHuTe 15 roauwHu, 3a Ja 00OCHOBE HEOOXOIMMOCTTAa OT 3aCHJIBAHE Ha MyOITUYHO-
YaCTHOTO MAapTHHLOPCTBO, HABPEMEHHUA OOMeH Ha WH(OpMAIus U HACHTU(DUIIUPAHETO Ha
MOTEHIIMATHUTE TEPOPUCTH MOCPEICTBOM MNpoduiIrpaHe HA BUCOKOPHUCKOBUTE KIUEHTH Ha
¢dbuHaHCOBaTa CUTEMa, MO-CIIEIMATHO OAHKOBAaTa CUCTEMA.

Hue ©He wmokem na rapanTupame, 4Ye C TMOMOINTa Ha TakaBa Iuiaropma Ha
CBTPYIHUYECTBO 1€ CE€ MPEJOTBPATH BCSIKA TEPOPUCTUYHA aTaka, MPOBEACHA OT BhK-CIMHAK
WM KJIETKAa Ha TEepPOPUCTUYHA OpTaHHW3allvs, PEIIWa J1a B3PUBH JIOMAIIHO MPUTOTBEHU
€KCIUIO3MBH, HO TOBAa III€ MOJANOTHE paHHAaTa WACHTH(UKAIMSA HA MOJO03PUTEITHU JIEHHOCTH,
KOUTO He TpsAOBa Ja ce MpeHeOperBaT oT ciayxoOute 3a curypHoct. CroMeHaBame TOBa,
3aI10TO TPaBONpPUIIATAIIUTE OpraHH ca MMalu HH(OpMalMs 32 TOTBEHUTE TEPOPHUCTUYHU
ataku B benrus u Ilapmwxk, HO He ca M OObpHANM JIOCTATHYHO BHHUMAHHE, CMSATAWKH s 3a
HECEepHUO3Ha.

Knwouoeu Oymu: MUTpaHTH, TEpOpPHU3BM, MYyOJUYHO-YACTHO  MAPTHHOPCTBO,
ChTPYIHUYECTBO, OOMEH Ha MH(OpMaLIHSL.

Introducing

In the "new normal” that Europe lives, citizens should always have been fortunate, but
terrorists have need happiness once. As we said before, now is the time when we should be
united and jointly fighting against the challenge called terrorism.
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Terrorism and other challenges, depend on the funds. They are a key element for the
maintenance and development of terrorism. Money is a prerequisite for all terrorist activity,
and is often described as the “lifeblood” of the terrorist and terrorist organizations.! Without
them, the body could not survive, and the terrorists will not be able to realize its goal.

For that reasons, disrupting the financial flows degrade the capability of terrorist groups
over time, limited their ability to launch attacks, increasing their operational costs, injecting
risk and uncertainty into their operations. >That is the key element in combating against
terrorism.

Given the international nature of terrorist organizations, their network structuring and
connectivity, establishment of a network of relevant institutions at national and international
level which have a common interest, to speak a "common language”, cooperate and exchange
information in order to neutralize or minimize the risk of terrorism and its financing is crucial.

Hence, cooperation at the national level and creating a system to prevent the financing
of terrorism is also crucial. Especially the building of public - private partnership where
cooperation between the private sector (especially banks) and the investigating authorities
should be high and always on time.

How terrorist cells in Europe financing their activities

We mentioned that the money is described as the “lifeblood” of terrorism. Without
money, terrorism cannot flourish. In order to identifying the main sources of financing
terrorism cells in Europe we surveyed the financing of terrorism cells that plotted the attacks
in Europe last 20 years. For this purpose, we used data from court documents and media
reports. This survey identifies how the terrorist cells in Europe generated income and
transferred money in the periods they were planning the attacks, and the expenses that were
directly attack — related.

Generally, terrorist organizations raise funds in many different ways. The most
commonly income sources of funds are illegal activities, legal activities, state sponsorship and
public support.®

Y Chadha Vivek, “Lifeblood of Terrorism: Countering Terrorism Finance”, Bloomsbury Publishing India, 2015,
p. 11-25;

2 Financial Action Task Forces (FATF), “Financing of terrorism”, February 2008, p. 20-30, http://www.fatf-
gafi.org/media/fatf/documents/reports/FATF%20Terrorist%20Financing%20Typologies%20Report.pdf ;

3 Biersteker and Eckert, Countering the Financing of Terrorism, 8; Michael Freeman, “Sources of Terrorist
Financing: Theory and Typologies” in Financing of Terrorism, p. 12-22.
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Figure 2.1. Proportion of thg cells that have raised money

According to our data, approximately 57% of the cells raised money from legal
activities such us: salaries, credits, loans, family support, personal assets and business. This
fundraising is advantage for them because is more secure and because they do not want to
attract attention. Negative side of the legal activities is that required various forms of
documentation. With that, involved person reveal their identity.* Above proportion displays,
that there is not cases in which the cells are financed by state support. This is so because the
international community has mechanisms to take action against any country that sponsors
terrorism. The second most used income source of funds is illegal sources such us: theft,
robbery, and illicit trade. This financing type through illegal sources has several advantages.
Money is collected very quickly. Crime always brings high profits. These activities allow
terrorist to operate away from the eyes of law enforcement. But, on the other hand, these
illegal activities entails risk especially of members who become more interested in making
money than fighting for terrorism ideology.

For these reason, the focus should be on identifying the suspicious client and suspicious
transactions in the financial sector (especially in the banks and fast money transfer agencies).
Their task is to carry out a procedure for the identification and analysis of risk customers
before they establish business relationship and during the business relationship. Based on the
criteria for risk assessment, to design high-risk customers who would be subject to further
analysis and monitoring.

Role of banks in system for prevention of money laundering and financing of
terrorism

The main aim of money launderers is legalizing, dirty, criminal money. This most banks
use the money where it entered the accounts of legal or physical persons, and then through the
bank operation is transformed into other banks in the country or abroad. Usually this is done
by entering the criminal money, through the transactions, it is a way of avoiding the legal
obligation of reporting bank.®

4 Biersteker and Eckert, Countering the Financing of Terrorism. 9; Passas, “Terrorist Financing Mechanism
and Policy Dilemmas”, p. 25.
5 Anee P. ,, Ilpomusooeiicmeue na usnupanemo na napu, Cogpus, 2011, cmp. 93.
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Banks are among the most distinguished financial institutions, entities in the system of
money laundering and their role is quite important because they are part of the first pillar in a
complex three-way system that already developed and provides the first results in Macedonia.
The legal obligation of banks are to apply the provisions of the Law for Anti-money
laundering and other proceeds from crime and financing of terrorism where the procedure
provided for the detection of suspicious transactions made by banks and their obligation to
inform the Financial Intelligence units.

The first pillar, or conditionally said first wall which is placed directly in front of money
launderers is composed of entities - financial institutions have a legal obligation to take the
following measures and actions to detect and prevent money laundering and terrorism
financing:

oClient due diligence;

eMonitoring of certain transactions;

eCollecting, keeping and submitting data on transactions and clients performing them,
and

eIntroduction and application of programmes.

Depending on the type and activity, products offered and depending on the exposure
risk for money laundering, the law imposes certain set of specific measures to be taken only
certain entities including banks. The purpose of establishing an efficient system for the
prevention of money laundering is conducting a proactive policy that includes measures and
activities before any action happened. That means efforts to detect money laundering at an
early stage, when establishing a business relationship with the client. From that point the
banks have to perform simple and strengthened analysis of their clients when establishing a
business relationship with its customers when carrying out one or several related transactions
amounting to EUR 15,000 and when there is suspicion of money laundering, establishing and
confirming the identity of customer, authorized persons and beneficial owner, as well as
monitoring and analysis of transactions. If the banks for any reason are unable to take the
measures listed above, are obliged to refuse the business relationship with the client which
means that refusal, suspension of transactions.

Monitoring of transactions and activities is an obligation that requires special attention.
This is especially true transactions realized without economic justification or purpose, unusual
large transactions and for transactions where the ultimate owners are natural persons and legal
persons coming from countries with inefficient legal system in which incomplete and
insufficient measures and activities taken to prevent money laundering. The identification of
suspicious transactions based on a list of indicators for identifying suspicious transactions that
are prepared by the Office, separately for each subject, but often use their own clues and
direct knowledge. These lists of indicators, the Office had submitted to each entity and is
required to update annually.

If bank officials on the basis of indicators for identifying suspicious transactions or
direct knowledge fix prepared and suspicious transaction reports submitted to a suspicious
transaction to the Department of SPPFT and the same should be subject to further analysis.
Also, banks are obliged to temporarily retain the transaction whenever you receive an order
by the Office. This period lasts 72 hours, or until a decision by the competent court.
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In terms of care and direction of strengthening the overall system to prevent money
laundering, banks must not enter into business relationships with shell banks (Shell Bank).
Also, based on international regulations and based on global experiences of detected cases of
money laundering, banks are not allowed to open anonymous accounts are identified by
number or no account information for the end user.

The need for risk assessment

“If you don’t know where you are going any road will take you there.”(James
Howcroft, George C. Marshall European Center for Security Studies, Director of Program on
Terrorism and Security Studies)

The strategy is a plan that should answer the following questions:

eWhat do you do ... (Object);

eHow to do ... (Methods);

eWhat.... (Resources)

The determination of threat is a driver in the creation of a specific strategy that will
allow balancing the available tools and resources and allocating them in order to minimizing

risk.
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Figure 4: Security risk assessment

Profiling the high-risk customers is essential for the financial situation, in this case the
bank in order to determine the potential risk of establishing a business relationship with them.
In terms of competitive race in gaining customers, and more profits for the bank the question
is whether the bank has an interest to establish business relationship with customers who are
potentially risky customers? The answer depends on internal business policy of the bank.
How the bank is ready to carry the burden called “risk client” on his shoulders, while
consciously or unconsciously threatening reputational risk and security risk in the country. As
an illustration, if the bank established business relationship with a customer who is on
sanction list, the consequences will be borne by the bank and the state at international level
because it has not taken appropriate measures to prevent it and to guarantee its own security.
The main goal in this article is to perform profiling high risk profiles who wish to establish
business relationship with the bank; or Profiling of high-risk profiles that have already
established business relationship with the bank and in accordance with the objectives of the
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strategy and aimed at minimizing risk, it is necessary to carry out their detection,
determination of risk (rating), paying attention and monitoring.®

Know your customer procedure — KYC standards

As | mentioned before, the main objective of KYC Procedure is to prevent banks or
other financial institutions from being used, intentionally or unintentionally, consciously or
unconsciously for money laundering or financing of terrorism activities. This procedure will
enable banks to know their customers, to know and better understanding their financial
dealings. From other side, KYC procedure will help them to manage their risk prudently. An
institution’s AML program may have a very rigorous and robust KYC program, complete
with stringent account opening procedures; however, if this data is not readily available, then
banks can face the prospect of limited risk factors for consideration in their risk modeling.’

The KYC program should define the strict criteria, which will be implemented in the
process during the establishment of the relationship between the client and the bank. The
Customer Acceptance Policy indicated the criteria for acceptance of customers shall be
followed by all banks, and the banks shall accept customer strictly in accordance with that
policy. The banks would not be allowed to establish a business relationship in the following
cases:

eln cases in which the entity wants to open an anonymous account or used fictitious
name(s);

eIn cases in which the entity is a famous perpetrator of crimes or having connections
with the criminal organization (s), want to establish business relationship with the bank;

eln cases in which the entity is a terrorist or having connections with terrorist
organizations;

eIn cases where the entity coming from country where operating criminal or terrorist
organizations;

eIn cases where entity based in high risk countries/jurisdictions or locations;

eIndividuals and entities specifically identified by regulators, FIU and other competent
authorities as high-risk;

eIn cases where entity is listed in sanctioned list issued by United Nation Sanction
Committee, European Union, Interpol and other similar international organizations;

eIn case of Non face-to-face customers;

eIn all cases when the client due diligence measures cannot be implemented by the
bank, the bank shall be obliged to reject to establish business relationship.®

In order to generate a risk, banks may include additional factors through which they
would do an assessment. That factor included:

e The transparency of company structures and beneficial owners;

ePolitical connections of the customer or associated individuals;

® Banks’ management of high money — laundering risk situations How banks deal with high-risk customers
(including politivally exposed persons), corespodent banking relationships and wire transfers, Financial
Services Authority, June 2011;
7 Customer due diligence for banks, Basel Committee on Banking Supervision, Oktober 2011.
8 FATF (2008), “Financing of Terrorism” FATF+GAFI, Paris, www.fatf-gafi.org;
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eThe customer’s reputation and/or known adverse information about the customer;

eThe source, structure and adequacy of information about the customer’s wealth;

eThe source of the customer’s funds;

eExpected activity on the account (types of transaction, volumes, amounts, the use of
cash);

eThe customer’s profession/industry sector; and

elnvolvement of natural or legal entity in public contracts.

The branches shall make necessary checks before opening a new account so as to ensure
that the identity of the entity (Potential client) does not match with any of abovementioned
criteria. In cases when the entity is match with any of abovementioned strong criteria, the
banks would not be allowed to establish a business relationship with the natural and legal
person. Thus, the banks primarily protect its own reputation and are not included in any risk
and protection form possible abuse for the purpose of money laundering and financing of
terrorism.

Creating the high risk profile before the establishing business relationship

For the purpose of his research, we will present one different procedure for profiling the
high-risk customers. There are two possible methods how the banks can create high-risk
profile of his clients. The first method is creating the high-risk profile of person before the
establishing the business relationship and included the following basic criteria:

eGender;

eAge;

eSocial status (data based from application);

eEconomic status (data based form transaction analyses);

ePsychological profile (monitoring the activities of the client by the bank officer);

oCriminal past (based on online data and public information);

ePolitically exposed persons (PEPS);

eNature and intended purpose of the business relationship;

eResident or nonresident;

eEnvironmental;

eHigh risk countries;

eSanction lists or black list and

eTerrorist organizations.

Based on the above criteria, the bank officials should be observed and prepare an initial
profile of their clients in order to identify whether it is a risky customer or not. Each of these
criteria is linked to each other and each criterion answers the specific question that banking
officer sets when profiling.

The determination of sex and age answers the question whether the client belongs to a
certain vulnerable group which according to these two criteria are suspicions and that may be
involved in suspicious activities related with money laundering and especially financing of
terrorism.

Then, based on the information stated in the application for establishing a business

relationship determines whether the status of the person, whether it is employee, whether he is
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on welfare, pension, etc.. These data are compared with data obtained from the analysis of the
economic power of the client, ie the dynamics and value of funds that have entered or are paid
from the client's account.

Then compare the regions or branches in which the client performs banking services, ie
entry and payment of funds.This information is important in order to determine whether the
customer often changes various branches of the bank in order not to leave suspiciousness in
some bank officer or a customer intends to perform banking services with just one bank
officer then determines whether the bank branches where performed services are located in
areas that are suspected to have the presence of supporters of terrorist organizations or
radicalism and extremism. Using publicly available information through the media and
Internet have to determine whether the client behind a criminal record and history in order to
see what is his profile. Based on a psychological profile, banking officer should determine
whether the client during his visit to the bank performs dubious activities, his physical
appearance, nervous, scared, whether it comes in the presence of other people etc. And finally
determines whether the customer is a politically exposed person (MP, Director, Minister,
President etc..), whether a resident or coming from another country, which is high-risk
country, i.e. a state that does not implement standards on the legal framework for prevention
of money laundering and financing terrorism, or state in which there are terrorist
organizations, terrorist organizations and sponsors etc.

In order to have a complete picture of your customer, the bank should provide
information on the nature and intend purpose of the business relationship and means measures
to establish the customer’s occupation and source of funds. This kind of information is crucial
to provides banks with a solid basis for monitoring the business relationship and opportunity
to assess whether the proposed business relationship is in line with the bank would expect.

Before, we mentioned that the banks would not be allowed to establish a business
relationship in cases where entity is listed in sanctioned list issued by United Nation Sanction
Committee, European Union, Interpol and other similar international organizations, or other
internal “black” list issued by the bank or other institutions. In certain cases, may occur, the
client who wants to establish a business relationship with the bank is not on a sanction list, but
during the realization of business relationship to be put on a sanction list. In this case, the
bank shall immediately freeze the accounts of the customer to terminate the business
relationship or to set up monitoring, qualifying it as a high-risk client.

Above we mentioned that as a separate category for risk assessment is determined the
geographical risk, i.e. risk from country of origin. This kind of information is important to
provide banks with a solid basis with the residence country for natural person and the country
in which is the legal entity’s seat. Also very important for the bank when analyzing the client
to determine whether the customer realizes business activities with legal or natural persons
from countries that are characterized as high-risk.

Each of these data are scoring (Scoring), and client rank and determine whether to
proceed with further analysis.

If bank officials determine that it is a high-risk client access to further deeper analysis of
its banking transactions, to determine whether there are suspicious transactions and to execute
them scoring.
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Figure 5.1. Example of scoring based on different criteria
Typology or criteria Number of points (1-10)
Gender 5
Age
Social Status
Economic Profile
Psychological Profile
Criminal Evidence
PEP-Political Exposes Persons
Resident/Nonresident
Environment
Risk Country
Sanctions/Black Lists
Links with Terrorist organizations
Total
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Based on the scores and the degree of risk, the bank decides whether to establish a
business relationship with a client or not.

Profiling of high risk profiles of clients in order to prevent money laundering and
terrorism

The procedure of profiling high-risk profiles of clients is different from procedure of
“The Customer Acceptance Policy”. The reason is very simple. This procedure covers
profiling of customers who have already established business relationship with the bank and
who previously have passed through the filter of the strict criteria used in the process of
establishing business relationship. This procedure will allow the bank to use the available
tools and resources in order to determine the risk of risky customers, categorizing them into
certain levels, such as low, medium and high, or they can be more elaborate, such as low,
medium, medium - high, high and very high, with the ultimate aim to minimize and manage
the risk. °

As | mentioned before, there is no business in the financial sector, which is immune
from the activities with criminal elements. The level of Money Laundering and Financing of
Terrorism Risk to the customer shall be assigned on the following basis: 1°

Low Risk Level:

Low-level risk, banks can determine in cases in which the identity and sources of wealth
of the individuals and entities can be easily identified and transactions in whose accounts by
and large conform to the known profile may be categorized as low risk. Additional criteria for
low risk customers could be employees whose salary structures are well defined, people
belonging to lower economic strata of the society whose accounts show small balances and
low turnover. Also customers who receive salary from Government Departments and
Government owned companies, regulators and statutory bodies etc., can be designated as low

® METAVANTE WHITE PAPER - Customer Risk Assessment, Metavante — Risk and compliance Solutions, 2008.
10 THE BANKING SECTOR — Guidance for a risk — based approach, FINANCIAL ACTION TASK FORCE
(FATF), Oktober 2014;
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risk. Depend case by case, only the basic requirements of verifying the identity and location
of the customer shall be met. !

Medium Risk Level

Bank can categorize customers as medium or high risk according to their origin, nature
and location of activity, country of origin, sources of funds and his client profile etc; such as:

eCustomers in business or trading activity (including export/import, reexport) which
live or place of business has a scope or history of unlawful trading and business activity;

eIn cases in which the bank estimated that, the profile of the customer when opening the
account is uncertain and doubtful.

High Risk Level

High-risk client’s bank may categorize on the basis of strict criteria (some of them
mentioned in the above text) and based on the products and services used by customers. As
most used criteria for risk assessment for money, laundering and financing terrorism are:

erisk from the country of origin;

erisk from a profile of a client and

erisk of a product or service.*?

Risk from country of origin

As a separate category for risk assessment is determined the geographical risk, i.e. risk
from country of origin.

The evaluation of the risk from country of origin is performed according to the
following:

eFor natural persons: the residence country and

eFor legal entities: the country in which is the legal entity’s seat.

Countries with high risk, from money laundering and financing terrorism point of view,
are those countries with high corruption index, unsecure economical and political systems,
inefficient legal system or small number of requirements for the documentation needed for
opening businesses, countries known for production, processing and trafficking drugs and
weapons.

As additional factors that would influence the decision whether some country represents
a risk, could be:

« States under sanctions, embargos or similar measures, issued, for example, from the
United Nations;

«States identified, by credibility sources®®, as states having incompatible regulation for
prevention of money laundering and financing terrorism with the international regulation
from this area;

11 http://www.fatf-gafi.org/publications/high-riskandnon-

cooperativejurisdictions/?hf=10&b=0&s=desc(fatf releasedate);

12 https://www.ffiec.gov/bsa_aml_infobase/pages_manual/OLM_013.htm.

18 “Credibility sources” are the World Bank, the International Monetary Fund, the Organization for Economic
Cooperation and Development, FATF and the EGMONT Group of FIU’s, as well as important national
governmental and nongovernmental organizations;
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«States identified, by credibility sources, as states financing and supporting terrorism.*

Risk from profile of a client

Clients with high risk, from money laundering and financing terrorism point of view,
are clients whose activities can cause higher risk i.e. within which can be encountered one or
more of the following criteria:

esignificant and unexplainable geographic distance between the entity who should
perform the activity and the place of residence or the seat of the client;

ofrequent and unexplainable movements of assets between accounts in various financial
institutions;

efrequent and unexplainable cash flows between financial institutions in different
geographic areas;

eclients for which is difficult to identify the real owner (off-shore companies);

ecash activities that include or originate from:

-activities that offer money services (remittances, exchange of foreign-exchangeable
operations, services for fast money transfer, as well as other activities offering money
transfer);

-casinos, betting shops and other activities related to the games of chance;

-activities which in regular business operations are not in cash, and which generate
large amounts of cash for certain transactions;

-charity organizations and other “non-profit” organizations which are not subject of a
control (especially the ones acting across borders);

-bank accounts of accountants, lawyers or other professionals who act in the name of
their clients, who by the financial institutions are treated as VIP clients;

eclients using non-resident accounts, especially as an opportunity for assets transfer
across borders;

eusing mediators within the business relationship which are not subject to the regulation
for prevention of money laundering and financing terrorism and is not supervised;

eusing corporate mediators or other structures in order to unnecessarily increase the
complexity and decrease the transparency;

eclients who are politically exposed, and others.

Risk from products/services

The overall risk assessment should also contain assessment performed according to the
third category of risk, i.e. according to the risks of money laundering and financing terrorism,
which can appear in using certain products or services offered by the entities. From this point
of view, the entities should take into account, both, the new products and the services, not
directly offered by them, because they play the role as mediators, i.e. their services are used to
deliver the product.®®

While determining the risks of money laundering and financing terrorism by products
and services categorized according to riskiness, we should take into account the following

14 http://www.int-comp.org/careers/a-career-in-aml/what-is-cdd/.
15 hitp://www.syndicatebank.com/downloads/Banks-Policy-on-KYC-and-AML.pdf.
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factors:

eProducts with low risk, from money laundering and financing terrorism point of view,
are: products that the bank makes them easy available, i.e. in the cases of financing, loans or
mortgages with long lasting business relationship between the bank and the client;

eProducts with high risk, from money laundering and financing terrorism point of view,
are the ones that include high level of anonymity or are referring to cash transactions.
Services and products which can be categorized as potentially risky, associated with money
laundering or financing terrorism, are:

-international correspondent banking services which include transactions, i.e.
commercial payments for persons who are not clients of the bank-mediator;

-services including transactions’ realizations through use of non-resident accounts;

-private banking services;

-services including or enabling cash usage;

-services related to trading with precious and noble metals;

-services related to the new technologies or developing technologies preferring client’s
anonymity, for example, electronic banking etc.

The entities who after the performed risk assessment have determined high risk, should
implement appropriate measures and control in order to reduce the potential risk. Parts of the
measures that can be undertaken by the entities are following:

eincreasing the awareness for their own high risk clients and transactions;

ereinforcement of the measures for knowing the client and reinforced analysis of the
client (CDD);

eincreasing the requirements for account approval and establishing business relationship
with the client;

eincreased monitoring and analysing of the transactions;

eincreased level of continuous control of the business relationship with the client;

eand other.

Conclusion

There is no single profile!

We start with the above mentioned conclusion, because each case is separate and apart
from the previous or next one. Determining the criteria for risk profiling of customers is very
important. Profiling of risky customers is the starting point for identifying suspicious
customers or suspicious transactions. The refusal of establishing a business relationship with
high-risk customers’ financial institutions protects its reputation in order not to be involved in
criminal networks. Also, the identification of high-risk customers within the business
relationship will help the bank to allocate its resources to the rightful place.

Cooperation between the private and the public sector must be high. Always on time!
Why? - Because financial institutions are the first wall that terrorists should be skipped in the
process of transferring money from the source to the end user, without causing
suspiciousness. In this case, the bank officers must be properly trained in process of detecting
and identifying suspicious customers and suspicious transactions. Also, the financial
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institutions need to constantly invest in their IT capabilities that will enable easy searching
and detecting of the suspicious customers and transactions.
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